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DEMYSTIFIYING SECURITY FOR THE SYSTEM i ENTERPRISE

Bsafe/Enterprise Security is the single most comprehensive and easy to use security and compliance
solution for IBM’s System i® With nineteen fully integrated GUIl-controlled security, reporting and

compliance modules, this software suite enables system administrators and auditors to easily manage
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security and compliance tasks efficiently and effectively.
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MANAGING SECURITY: BEYOND THE GREEN SCREEN

In response to today's world of privacy breaches, complex regulatory requirements and evolving threats,
Bsafe enables security officers to identify suspicious behavior on the network, drill down to the appropri-
ate user or object and take appropriate action quickly. The enterprise-wide perspective that Bsafe pro-

vides significantly enhances your current green screen reporting capabilities
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===>AccessiControl

Locking DownN SysTem i

Bsafe/Enterprise Security gives you peace of mind regarding System i ® lock down. Easily protect your exit
points, manage user profiles and implement group policies for all of your enterprise systems. Lockdown is
first performed in “warning mode” to allow for the gathering of pertinent security events and patterns to
emerge. Once thorough analysis has been conducted, security lockdown and access control can commence

through the use of the following modules:

\f AppLicATION Access CONTROL

. Comprehensive exit point control

. Flexible user profile and group permissions

. Authorization by IP address range

. Granular access management down to library, object, object group and IFS
. Account swapping for adopted authority

. Replication of policies across multiple servers

. File protection that prevents power user access

\sf APPLICATION ANALYZER

capabilities

f/ User ProfFiLE MANAGER

Efficient and effective System i ® user management

f OBJecT AUTHORIZATION MANAGER
GUI-based control of native object authority

&f Session TiMe-Out & INacTive User CONTROL
Account-specific session time-out and inactive user

policies to ensure proper login access with ad hoc

restoration of deleted user profiles

MuLTipLE SYSTEM MANAGEMENT k@
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Managing security by grouping systems, significantly
reduces reporting overload and simplifies enter-
prise level security policy implementation via:

. Access Control Policy Replication to
remote systems

. User Profile Propagation across systems

. Cross-System Compliance reporting and
auditing
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A graphical security event analyzer with event drill down
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RerPoRrTs YOUR AuniTORS WiLL APPRECIATE \Q
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Bsafe's Report Generator gives you control over integrating and presenting system data to meet the specific
needs of your organization. Information such as power user activities, changes to sensitive data and system
by system comparisons can be organized to best meet audit criteria using scope definitions, field selection,
filter criteria, field sorting and Boolean Logic. Once created, these reports can be sent to your auditors in
PDF, HTML and CSV formats.
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DEMONSTRATING SECURITY
Bsafe/Enterprise Security offers versatile reporting capabilities. Samples of these reports include:

* System Value

e PClI Compliance

e SOX Compliance

* HIPAA Compliance
* Canadian Bill 198 Compliance
e GLBA Compliance

* Basel Il Compliance

* Power User Activities

* User Profile Changes
* Detailed System Audit
* Object Authority

* Object Description

* Field-Level Auditing
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RerorTING & AupiTing TOOLS
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Bsafe’s powerful auditing and reporting capabilities offer a documented audit trail of your system'’s security

definitions, events and activities. This is accomplished through the following functionality:

AppLicaTiON AuDIT

Detailed log of network and native exit point activity with powerful filtering tools

FiLe AupiTt

A data integrity monitor that documents field-level database changes

SysTeEm AupIT

Consolidated control of system journal policy, event viewing and reporting

SYSTEM INQUIRIES

Predefined reports of native security definitions, sensitive authorities, system values and users
with default password based on industry best practices

SQL STATEMENT AuDIT

Detailed monitoring of SQL-related transactions on your System i ®

Cross=-PLATFORM AuDIT

Centralize

audit and log data from System i ®, Mainframe and Windows Active

Directory into one off-loadable database with DSDI management capabilities
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TemprLaTE-Basep ComprLIANCE MANAGEMENT @

Demystify the difficult task of enterprise-wide compliance management and deviation monitoring with easily

defined templates that address regulatory requirements such as PCI, SOX, HIPAA and GLBA.
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CompLance Deviation MONITORING AND ENFORCEMENT

Once compliance templates are in place, system administrators, security officers and auditors can view
deviations from compliance policy throughout the enterprise. Enforcing compliance rules can be achieved

with the click of a mouse. Some of the benefits of managing compliance through Bsafe's templates include:

. Improved Synergy between Business and Technology Units

. Accelerated Compliance Timelines

J Protection of Consumer Data (PCI, State Privacy Regulations)

. Ensuring Data Integrity

. Centralized Security Policy Enforcement (PCl, SOX, GLBA, Canadian Bill 198)
. Streamlined Management of User Capabilities (SOX, HIPAA, Basel I, COBIT)

J Segregation of Duties




EnaBuUNG ENTERPRISE-WIDE COMPLIANCE

Bsafe assists diverse teams in unifying their compliance efforts by eliminating redundancy and reducing the complexity of

regulatory adherence. Compliance can be achieved by using:

PoLicy CompLiANCE MANAGER

===>Compliance\HManagement

Template-based control of native definitions, deviation reporting and

remediation

ALErRT CENTER

Intrusion Detection System (IDS) providing instant alerts for compli-
ance deviations

ComrpLiANCE ToOLKIT

Essential reports and alerts addressing compliance requirements

AbmINISTRATION RoLE MANAGER

Tailor specific security administration roles to facilitate separation of

duties

CompPuANCE DRIVEN ALERTS

Bsafe provides a host of alerting
and intrusion detection tools to
enable real-time security and com-
pliance monitoring through the use
of e-mail and text messages. Also
included are A.l-driven system
responses such as disabling a user
or revoking special authority status
viola-

for particularly egregious

tions
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¥ Disable User
I~ Enable User

IV Revoke User Special Authority

Offload your help desk tasks while maintaining security and compli-
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BsAre PROFESSIONAL SERVICES

Bsafe Information Systems, Inc.




